Mpoocwnikd dedopéva eival kKGBe MANPOPOpIa MoU aVAPEPETal OE Eva GTOHO Kal TO MEPIYPAPE!, OrwG OVOUATENVULIO,
nAIKia, Katolkia, endyyeAua, OIKOYEVEIOKN KATAGTAON, eKMAiOEUON, OIKOVOUIKN Katdotaon, K.d. Ta npoowmikd oou dedopéva

AIQ=H HAEK/NIKOY ETKAHMATOX

NMPOZOQMIKA AEAOMENA

xpnoiporolovvtal oe kaBnuepivi Baon, kaBwg eou nepinyeioal oto Aladiktuo.

Tl NA NMPOZEXETE;

H avwvupia oto Aiadiktuo kai n duvatdtnta dnpioupyiag WelTiKwy MPo@iA, odnyei 0To va Pnv §EPOUNE MPAYHATIKA PE MOIOV EMIKOIVWVOUE.
Avipeg xpnolponololv NPo@iA Pe YUVAIKEIQ XapaKTNPIOTIKA Kal TO avtioTpopo, npoonabuwviag va anoondcouv Td NMPOCwriKA oToixeid evog

naidioy Kal va To NapacUpouyv.

Mpotpéyte to Naidi va pnv xpnoiponolel elkoAoug kwdikoUg NpdoBacng otig 1I0TooeAidES MoU eyypPAPETal, ONwG NUEPOUNVIES YEVVNONG.

AiaBdote toug dpoug xpong TwV 1IGTOCEAIBwY NMou EMNICKENTETaI Kal eyypdgetal to naidi 0ag (Iotooehideg Kolvawvikng dIKTtuwong, ota forums Kai

Ta 10TOAGYI0). ZTN CUVEXEID CUOTNOTE Kal oTo Mnaidi 0ag va KAvel To idio.

YupBoulelote to naidi oag va un dnpoaielel pwrtoypagieg N Bivieo nou de Ba €deixve oe avBPWMOUG OTOV «MPAYMATIKG KOouo» N nou Ba

propoUoe va to pépel oe dUokoAn B€on dtav YeyaAwaEel.

Toviote tou 6t n dnpoaiornoinon UAIKoU (pwtoypagies n Bivieo) mou agopd tpitoug, anaitei oe kGBe nepintwon tv adeid Toug.

Epdoov to naidi diabétel to dikd tou IotoAdyio, BeBaiwbeite 6T To nNepiexdpevd tou dev eival UBPICTIKO N PATOICTIKO.

Kal pnv §exvéte éu npénel npota £oei¢ ol yovei¢ va akolouBeite toug kavoveg ac@aloug nAonynong wote va Sivete To
napadeiypa ota naidid oag... okePteite NG Ba éviwde to Naldi oag av eve To NapotpUVETE va NPOoPUAACCEl TIG NPOCWNIKES TOU
pwroypapicg eocig tig aveBdadete oto Facebook; AiIddEte oto naidi Nwg 6nNwg oupnepiPpépetal otnv npaypatikn {wn, £tol Oa

npénel va cupnepi@épetal Kal oto Aladiktuo.
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EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. A\e€avdpag 173, Aungldknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAAdag
Movaotnpiou 326, T.K. 54 121, Oecoalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr

https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/
https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ

APXHIEIO EAAHNIKHZ AZTYNOMIAZ
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N CHAT ROOMS

Q
QQ \
% Me tov 6po chat rooms (dwpdtia emkoIvwviag) avapepdpacte oe dIAdIKTUAKOUG XWPOUG MOU EMTPENOUV TNV AUEON
Kal O€ MPaypatikd xpovo enikoIvawvia HeTagl dUo N NEPICOOTEPWV XPNOTWV.

XPHZIMEZ ZYMBOYAEZ A NA BOHOHZOYME TA MAIAIA MAZ NA ATNTO®YIOYN TOYZ KINAYNOYZ ZTA CHAT ROOMS:

EvnuepwBeite yia to npwtdkoAo enikoivwviag nou xpnaiporoleital ota chat rooms (emoticons, greeklish, akpwvipia). Aképn kalUtepa
{nthote and to naidi oag va oag sknaidevoei!!!

Yulnthote pe ta naidid oag yia T dpactnpIdTNTd Toug ota chat rooms, nola chat rooms eniokéntovral 1 noia Ba NBeAav va emioke@Toly, yia
T B¢pata oulntdve K.AM..

EvBappuvete ta naidid oag va oag JIAMCOUY Yid ToUG VEOUG EIKOVIKOUG TOUG (PIAoUG.

E€nynote toug yiati oto Aladiktuo dev mpénel va guniotedovial dtopa nou de yvwpidouv otnv MPAypaTiKn Toug {wn Kal Oev MPEMEl va Toug
arnokaAuntouv NAnpo@opies (n.x. apiBud tAepwvou, diedBuvon Katolkiag 1 Gvopa oxoleiou) yia ta idia 1 v oiKoyéveld Toug.

MIAGTE TouG OXETIKG e Toug mbavoug KivaUvoug Tou dladiktuakoU ekpoBiopoy, TG anonAdvnong, TNG UNMOKAOMNG MPOCwWIKWY dEJOHEVWV Kal
NG avioMayng avappooTwV PwToYPAPIV.

Mpotpéyte ta va oag avapépouv kABe Mepintwon Mou €xouv UMoaotel oroloudnMote €idouUg NMAPEVOXANoN M cuUNePIPOPA Mou Ta €Kave va
aioBavBoulv apnxavia n eépo.

Mapakiveiote ta Naidid 6ag va XpNoIPonololy WeUdmVULO To oroio Opwg dev Napanéurnel otnv NAIKIa 1 to GUAO Toug.

A1d4ETe ta naidid oag nNwg va owddouv avtlypapo piag ouvopiAiag Kal Mg va arnokAeiouv,/va ayvoouv KAmolov Kal va avapéPouV KAT avappUooTo
otov JIaxelpiotn Tou chat room.

Y& kGBe nepintwon to KAeIdi ival n enikolvevia pe ta naidia!!! Asv Ba npénel va aioBdvovtarl 6t edv toug oupBei kdt kako Ba BewpnBolv
unevBuva. AvtiBeta, npénel va aioBavovtal 6t ol yoveig toug Ba dei§ouv katavénaon kai Ba ta BonBrnoouv va aviJETwNicouv Toug KIVOUVOUG Kal
va xpnaolyonoincouv to Aiadiktuo pe acpdAeia.

EMIKOINQNIA

AigBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. A\e€avdpag 173, Aungldknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAAASag
Movaotnpiou 326, T.K. 54 121, ©gocalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/

(‘\ 11188 https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
) https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ
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CYBERBULLYING

<7 O ynpiakog ekpoPiopog eival onoladnrote Npagn ekpoPiopoy, enBeTiKATNTAG, NAPEVOXANCNG, TPOHOKPATIKNG M AUTAPXIKNG
OUPMNEPIPOPAS MOU MPAyUaToroleital HEow Tou AladIKTUOU Kal TwV KIVNTWV TNAEPWVWY, n oroia enavaiapBavetar avd
TOKTA N dTaKTa XpovIKA dlactnpata. XTOXog Tou entiBépevou eival va npokaléael {npid n va BAdyel to Bupa tou.

nQxz EKAHAQNETAI

AnootoAn avenBupntwy unvupdtwy pe uBpIotiko-npooBANTIKO-0e§oUaliKd-aneIANTIKO -eKBIACTIKO MEPIEXOUEVO.

E NPooBANTIK®Y GnuwV online (M.X. 1I0T00EAIBESG KOIVGVIKNG BIKTUWONG).

Kq)hpnon 0€ TPITOUG KAVOVTAG avapTNOEIG N OTEAVOVTAG email XpNoIPonoltVvIag Toug Kwdikoug npdoBacng tou Bupartog.
Kptnon pwtoypaQiwv-PBivteo oto Aladiktuo, IotooeAideg, blogs, chat rooms.

m”éq KANOEIG Kal SMS 0TO KIVNTO TNAEPWVO.

ﬁupyia 10T00€AId WV MOU OTOXOMOIoUV CUYKEKPIUEVA atopa KaAwvtag dAoug va dnpooielcouy punvupata piooug.

H anootoAn 16V (e181kwV kakoBouAwv Mpoypappdtwy trojan horses (doUpeiol MMol) Pe OKOMO TNV UMOKAOMN KWJIKWV.
mipéq otn didpkela evog diadpaatikoU online maixvidiou.

Tl NIPOTEINOYME ZE MNEPINTQZEIZ EKAHAQXHZ CYBERBULLYING;

H enikoivwvia pe to naidi eival to kAeidi! Eival onpavtiko va akoUoETE MPOOEKTIKA T Aéel To naidi yia Tig online ePNeIpies Tou Kal va eMNICKEPTEITe
TG 10T00eAi®EG Mou To naidi oag eNICKENTETA.

©a npénel va Kpatnoete 6Aa ta anodeIKTIKA otoixeia Ki Ox1 va ta diaypdyete. Eival xpnoipa og pia mibavn yneiakn digpelivnon Toug ano
AietBuvon Aiwgng HAektpovikoU EykAnpatog.

Y UXVd, autdg nou Kavel cyberbullying eival KAMoiog yvewotog autou Mou To Ugiotatal. € autny TNy NePInTwon eival onUavtiko va evnpepwBolv
ol YoVeiG Tou naidiou yid TN CUHMNEPIPOPA TOU Kal To oxoAegio tou (dieubuvtng-kabnyntng).

Y€ MEPIMTWOEIG OMOU N MAPEVOXANON EMIPEVEI KAl MPOEPXETAIl AMO AYVWOTO ArooToAEd, UMOPEITE va Katayyeilete To nepiotatikd otn AliglBuvon
Aiw&ng HAektpovikoU EykAnpatog.

Znthote T BonBeia evog eIdIKoU o€ TETolou eidoug Bépata (YuxoAdyou).

EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikoU EykApatog — Cyber Crime Division

A. AAe€avdpag 173, AuneAoknmol, T.K. 115 22, ABnva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieBuvon Aiwgng HAektpovikoU EykAnpatog Bopeiou EAAGSaG
Movaotnpiou 326, T.K. 54 121, ©ecoalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/

Q‘\ 11188 https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
\ ) https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ
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MEZA KOINQNIKHZ AIKTYQZHZ

Me tov 6po Méoa Kolvwvikng AIKTUwong avagepOUaote O 10TOTOMOUG, OTOUG Oroioug Ol XPNOTEG propolv va
e ONPIOUPYNOOUV  MPOOWIKEG OeAideg, va avtaAdgouv MANPOGOPIEG Kal MEPIEXOUEVO, VA EMIKOIVGVAOOUV Kal Va
3100KkedA0OUV PECW EPAPHOYWYV Kal MAIXVIDIWV, XwpIG va S1aBETouV eEEIBIKEUUEVES TEXVIKEG YVWOEIG.

O1 mio dnpo@IAei 10TooeAidES KoIVAVIKNG dIKTUwang eival to Facebook, to Twitter, To Instagram kai o Youtube.
Aépe NAI otn xpnon twv Méowv Koivwvikng Aiktiwong, aMd akohouBwviag Bacikols Kavoveg.

AKOAOYOOYN XPHZIMEZ ZYMBOYAEZ lNA NA BOHOHZOYME TA [AIAIA NA AMO®YIOYN TOYZ KINAYNOYZ TQON MEZQN
KOINQNIKHZ AIKTYQZHZ:

Meivete Kovtd ota naidid oag Kai eynAakeite oe KABe d1adIKTtuakn Toug dpactnpidtnta otad Méoa Koivwvikng Aiktiwang pe Tov id10 TPdro nou
KAVETE OTIG OPUOTNPIOTNTEG TOU OXOAEiou.

Agigpwarte Aiyo and to xpdvo oag yia va nepinynBeite og autd.

BuunBeite éu n anaydpeuon odnyei, cuvnNBwg, oe avtiBeta anoteAéaparta.

E€nynote ota naidid oag yiati 3 dnpoacionoloUpe UAIKO e MPOowIKA dedopéva pag oto Aladiktuo.

Na éxete undyn oag ot yia o,udnmnote dnpoocisloupe ota Méoa Kovwvikng AIKTUwong anonoloUUacTe Ta NVEUPATIKA JIKAIWUATa.

YupBouAeuote ta Naidid oag va pnv dnpoaionololy TNy KaBnpepivi toug dpactnpidtnta ota Méoa Koivavikng AKktiwaong péow tng diadikaciag
check in. To id10 10xUel Kal yia TNV avdptnon GwToypaPIwV, OTIG oroieg gaivetal kaBapd To oniti ToUg, To OXOAEI0 N TO PEPOG Mou cuxvAlouyv.

Toviote ota naidid oag 6t dev ePnioTeUdUacTe drtopa ta onoia dev yVwpPIi{oUPE Kal atnv Npaypatikn {wn.

Mpoooxn anaiteital Kal otig NMANPOPopIieg NMou diVOUPE Kal oTo Meplexduevo (apxeia, eikdveg, Bivieo) mou avtaAAAoCouUE e orolovONmote
xpNotn tou AladiktUou. AKOpN Kal o1 YWwoToi Pnopei va anodeixBouv dyvwaotol!

Anotpéyte ta naidid oag va cuvavinBouyv pe dtoua nou yvwploav PEow twv Méowv Kolvwvikwy AIKtdwong.

Katd t dnpioupyia tou Aoyapliacpou, cupBouléyte ta naidid oag va emAéyouv ac@alei§ KwdIKoUg Kal Va NPayuatornoincoouyV TG anapaitntes
pUBICEIG anopPNTOU WOTE 0 AoyapIacudg Toug va gival NepIoodTEPO AoPaNng.

Av avoAngBeite 0T €xouv KAEWel Tov Aoyapliaopd cag N Twv Naidicv 0ag, avapEPETE TNV KAOMN TOU AoyapldopoU OTo PECO KOIVGWVIKNG
SIKTUWONG PECW TNG MPOTEIVOUEVNG and auto diadikaaiag (report).

EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. A\e€avdpag 173, Aungloknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAASag
Movaotnpiou 326, T.K. 54 121, ©gocahovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/

k 11188 https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
) https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ
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AIAAIKTYAKA MAIXNIAIA

00
1 Ta diadiktuakd naixvidia givar 810d1aotata n tpIodidotatd naixvidia nou nai{ovial 6Tov NAEKTPOVIKO UNOAOYIOTH
@ N OTIG NAIXVIOOUNXAVEG Kal, HEOW Tou d1adIKTUOU, 0 XPNoTNG propei va naidel kal va aAAnAenidpd og évav eviaio,
EIKOVIKO KOOO.
— -

O kbopog nou neplypdgouv de OTAPATA MOTE Kal UPioTatal akopa Kal otav o naiking dev eival ouvdedepévog. Or d1adIKTUAKEG
duUVaTOTNTEG EMITPEMOUV TNV TAUTOXPOVN EMIKOoIVeVia XIANIAdwV MAIKTwV, ano JIaQOPETIKEG XWPEG Kal MoAitiopikd undBabpo, kal tv
aMnAenidpaon toug.

Eniong, npoo@épouv éva 1oxupdTtato ocUCTNPA CUVEXWYV aviapolfwv péoa and nioteg kal aviapolBEg, HEoa O €vav KOOUO MOU CUVEXWG
e€eliooetal kal epnAouti¢etal. Ta d1adIktuakd naixvidla Kpatave Toug NAiKTteg Og eypnyopaon, Kai eival oXxedIaopEva yid va NPooeAKUOUV
peydAoug apiBuoug Nalktwy, eV Ta TeAeutaia Xpovia anoteAouv pia Eexwpiotn poda.

EMIKOINQNIA

AigBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. ANe€avdpag 173, AuneAdknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAAGSag
Movaotnpiou 326, T.K. 54 121, ©ecoalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/

{\ 11188 https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
\ & ¥, https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ
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EOIZMOX

01 épeuveg deixvouv 0TI N CUVIPINTIKA MAEIOWNPia TwV XpNOTWY Tou 81adIKTUoU NouU Napoucidadouv Katdxpnon
n €B10pu6 oe autd, eival NAIKTeEG IAdIKTUAKWY MAIXVIOIWV.

ZYMNTQMATA MNOY MPEMEI NA MAZ MPOBAHMATIZOYN

To naidi aoxoAeital ouvexwg pe To d1adiKTUo, MAPAPEADVIAG CUXVA TIG UMOXPEWOEIG TOU.

To naidi €exviétal cuxvd otov unoloylotn Kal dev €xel cuvaioBnon Tou xpAvou Mou avaAwVel 0€ auTov.

Mpoupd ta naixvidia oto diadiktuo, and To va cuvavtd GiAoug Tou, Pe anotéAEopa Va anopPoVVETal.

Méptel n andédoon Tou oTo OXoAEio.

To d1adiKTuo TO anacxoAei akGPA Kal TNV pa Tou Gayntol h tv wpa nou diaBdadel.

Avudpd noAu veupikd, Bupwpéva n eniBetikd dtav kanoiog To diakontel and to naixvidl n and t oculntnon nou éxel online.

Zevuxtd ouxvd yid va pével ouvdedepévog/ ouvdedeuévn oto d1adiktuo.

©a npénel Aoindv va MapatnPNooupe ta mpoeidonointikd onuddia, va avtidpdooupe Kal va Bpoupe évav tpdro Olaxeipiong tng
katdotaong, B€tovtag éva nAaicio OoTe va anopakpUvoupe to naidi n tov épnfo and tn pévipn aoxoAia tou pe to d1adiKtuo.

EmnAéov, eival anapaitnto va éxouv tebei kanoleg Bdoeig wote dtav to naidi gtdver otnv epnPeia, va undpxouv opia. Ma va undpgouv
wotdoo Opla Ba mpénel Kal ol yoveig va pnopoulv va diabécouv tov anapaitnto xpdvo yia va cupBouléyouv Kal va kateuBuvouv

KatdMnAa to naidi. O okondg pag eivar va BonBnooupe ta naidid pag va avantugouv Ta idia TOV aNapaitnto auToEAeyxo Kal
autonelBapxia ava@opikd pe tn xpnon tou Aladiktiou.

EMIKOINQNIA

AigtiBuvon Aiwgng HAektpovikol EykAnpatog — Cyber Crime Division

A. AAe€avdpag 173, AuneAdknmol, T.K. 115 22, ABnva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieBuvon Aiwgng HAektpovikoU EykAnpatog Bopeiou EAAGSOG
CYBER Movaotnpiou 326, T.K. 54 121, ©ecoalovikn

e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

A Le RT www.cyberkid.gov.gr / www.cyberalert.gr

OSSO ETHATEE https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/

Q‘\ 11188 https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
k ) https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ
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NMOPNOIPA®IA ANHAIKQN

And ta ouxvotepa adikNUATa Mou avtipetwnidel n Ynnpeoia pag pe Ty Ndpodo twv TeAeutaiwy TV gival autd
k g nopvoypagiag avndikwv, ™ npoofoAng tng yevetnoiag¢ alonpéneiag¢ avnAikwv kai o
S1081KTUaKSOG ekBlacpdc kal e§avaykaopdég naidicov (sextortion).

Ta naidid noMég @opég ouvopiloUv diadiKtuakd pe dtopa mou Oe yvwpidouv vopidovtag ot PIAGVE e KAMOIO YVWOTO. XTN OUVEXEID,
anootéMOUV Ta MPOCWIIKA TOUG OTOIXEID, OMwG OVOPATENmVUHO, dieuBUVOEIG, TNAEpuVIKOUG apiBuoulg, aveBdalouv (upload) n anootéMouv
(send) pwtoypapieg ToUg KAMOIEG POPEG HE MPOKANTIKS MEPIEXOPEVO N AKOUA CUVAVTIOUVTaAl PE Ta ATopa autd.

Ta ouyKekpipéva dtopad, Ta oroiad Xxapaktnpidovial wg «apraktikd», ekuetaMelovtal tv Naidikn Ayvold, MPOKEIPEVOU VA IKAVOroINCouV
peMovtikd TG anexBeig opegeig Toug.

O 31adIKTUaKOG eKBIOOHOG Kal e§avayKaopdg naidiwv exel AdBel eyaAeg dIaoTAcelg Ta TeAeuTaia xpovia. To pavOUEVO, YVWOTO Kal WG «sextor-
tion», avagépetal oe xpnon NANPOPOPIWY N EIKOVWV OEEOUCAIKNG PUOEWG amnd Toug KuBepvoeykAnpatieg pe okomd to BUpa va napdyel
npwtdtuno UAIKS, va kataBdAel xpnpata n va npofei oe AMeG eVEPYEIES.

Ol APAZTEZ TON ETKAHMATQN AYTHZ THZ MOP®HZ EXOYN KYPIQZ AYO KINHTPA

« Ye€0UOAIKO evdlapEpoV

» OIKOVOUIKO eVOIOPEPOV

MPOKEIPEVOU VO QVTIUETWNIOTE! TO WG Avw Paivopevo, ol Apxég EniBoAng tou Nopou oto olvoio twv Kpatwv — MeAwv thg Eupwnaikng Evewong
€vwoav TG UVAPEIG TOUG e ETAIPEIEG TOU IDIWTIKOU TOUED MPOXWPNOAV OTNV  eKoTpateiag evnuépwong «#Say NO» («Meg OXI»).

ZIXETIKOI CUVOECHOI:
(Exotparteia tng Europol)

(Bivteo tng ekotparteiag)

Y& Mepintwon rnou Kanolog noAitng néoel BUpa diadiktuakou exPlacpol Kai e§avaykaopoUu dev MPEMel va MANPMOE! Kal va VIpanei va avagepel
TO YEYOVOG OTIG ACTUVOUIKEG APXEG.

2YIKEKPIMENA MNMPOTEINETAI NA AKOANOYOHZEI TA NMAPAKATQ BHMATA

Na pnv unokuyel otoug exBiaopoug Kal va pnv MANpwaoel Tinota.

Na avalnthoel Bonbeia.

Na ouMée€el Tig anodeieig kal va pn diaypdyel Tinota.

Na otapatnaoel Ty enikovwvia Kal va PNAoKApe! To dtopo.

Na katayyeiAel To MEPICTATIKO.

B & EAAHNIKH AHMOKPATIA
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AIQ=H HAEK/NIKOY ETKAHMATOZX

NMOPNOINPA®IA ANHAIKQN

YMBOYAEZ

H eniteugn owotg enikoivwviag petagu yovicwv Kal naidiwv eival IPwTapXIKOG napdyoviag.

Ynpavukn gival N eNonteia TwV CUOKEUMV Kal TV aroBNKEUTIKWY JECWY AUTWV.

KaAd eival va yvwpidete and npiv toug Kwdikoug npdofaong ota ekAotote Npogil- Aoyapiaopous ota ornoia el0épxetal To naidi.

KaAd eival naidid veapng nAikiag pikpotepa twv dekateoodpwv (14) etwy, va pn diaBétouv AoyapiaopoUs e 10TooeAIBEG KOIVWVIKNG SIKTUWONG.
Na anogeutyetal «to avéBaopax (upload) N n avagopd oe Kanola cuditnon, MPOCWMIKWV GTOIXEIWV.

Anopuyn aveBAopatog N anootoAng GWTOYPAPIWV PE AOEUVO MEPIEXOHEVO.

Ye nepintwon «avePAcpatog» anAng (pwTtoypapiag e KAVOVIKO MEPIEXOUEVO, va Unv aneikovidovtal eudidkpITa 0 aUTN Ta MPOOWa TWV
naidicv, N vxa eival Je Jakpivia Angn.

Na pn yivetal anodoxn wg ¢ilog/n, Ayvwotwy atopwy, o€ NPoiA N Aoyapiacpoug rou tuxoév diaBetouv ta naidid.
O1 @ilol nou d1aBgtel to Naidi oe KAMolo NPOYIA va gival HOvVo yvwoToi Kal otnv npaypatikn wn.
Anopuyn avoiypatog onoloudnnote ouvdgapou (link), dyvwotng npoéAeuong.

YupBoulelete ta naidid yia TV anoguyn XpNong KAPePag, Kupiwg otav n cuvopiAia yivetal e dyvwota Atopd, XwpIg tnv napouaia oag.

EMIKOINQNIA

AiglBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. ANe€avdpag 173, Aunedknnon, T.K. 115 22, ABnva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EMGdag
Movaotnpiou 326, T.K. 54 121, ©Oeccalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/

(11188 https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
/) https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ
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AIQ=H HAEK/NIKOY ETKAHMATOZ

AIAOHMIZTIKEZ MNATIAEZ

Epgaviotnke pAvVUpa-31a@npion nou cdg Jntdel va KAtaxXxwpNnoete To KIivhtd oag yia va
AéBete pépog oe SIaYWVICHO;

MoAAEG POPEG Ta UNVUPATA AUTA WMopEi va gival napanAavntikd e oKomno va oag Xpewaoouv. N’ autd av,
natwvtag oe Kanoio dia@nuIoTIKG pnvuua, Bpebeite oe oelida nou {ntd npoownikd cag dedopéva,
eAéyEre TO NPOOEKTIKA.

\&

AIQ=H HAEK/NIKOY ETKAHMATOZ

EMIKOINQNIA

AigiBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. ANe€avdpag 173, Auneldknnor, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAMGSag
Movaotnpiou 326, T.K. 54 121, ©gccalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr

https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/
https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR

J https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ

TR

Q

ey
A S EAAHNIKH AHMOKPATIA

& APXHI'EIO EAAHNIKHZ AZTYNOMIAZ

W Yrnoupyeio Mpootaaciag tou MoAitn



AIQ=H HAEK/NIKOY EFTKAHMATOX

AIAKINHZH ®PAPMAKQN MEZQ AIAAIKTYOY

( 3 A

—

210 dladiktuo dlakivouvtal MapAvoud GpAapHAKEUTIKA OKEUAOHATA Kal 1aTPOTEXVOAOYIKA npoidvra.

Kd&Be d1adiktuakn nnyn ayopds gappudkwy eival Mapdvoun Kal pn eyKEKPIPEVN Mo ToUuG appodIious POpE(S.
H d1adiktuakn ayopd @appdkwy evéxel coapoug KivOUVoUug yia TNV UYEia TwV KATavaAwTwy.

Mavw and to 50% Ttwv Pappdkwy nou nwouvtal Péow diadiktuou eival MAaotd, voBeupéva, apgiBoAou noidTnTag, anoteAeopatikdTnTag Kal
€MIKivduva yia TNV UYEIa TV KATAVOAWTWV.

‘O\a ta pAppaKa Mou KUKAOpopouv vopipa otny EAMGda npérel va £xouv taivia yvnoldtntag thy oroia xopnyei o EBvikdg Opyaviopog Oappdkwy
(E.0.0.).

EMIKOINQNIA

AigiBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. ANe€avdpag 173, Auneldknnor, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EMGdag
Movaotnpiou 326, T.K. 54 121, ©gccalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/

(11188 ‘ https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
_/) https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ
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AIQ=H HAEK/NIKOY ETKAHMATOZ

AIAAIKTYAKEZ ArOPEzb

MpooTtatéyte TG KAPTEG 00U, 6NwG Ba MPOOTATEUES TA ETPNTA OOU.

Mnv anoBnkeUeig N onpEIwVEIG Tov KwdIKo oou PIN.

Moté unv anokaAunteig to PIN oou og omnoiovanmote.

AnoBnkeuoe Tov apIBuo enikoivwviag TG YNNpeoiag anokAeIopPoU Kaptwy (tng Tpdneddg oou).

E€oIkeichoou e Toug yevikoug 0poug Kal MpoUnoBETelg TNG KApTag oou.

Mdvta va diatnpeig TNy KAPTA 0oU OTNV KATOXN OoU.

‘Opioe 6pIa avaAnyng Kal ayopwVv OtnNvV KAPTA COU MouU avTarnokKpivovtal otiG avAyKeg oou.

01 kdpteg Mou éxouv ANEel MPEMEl Va aKUPWVOVTal e KoM o€ MoAAG KOPATIa, (OTE N payvnTKn Awpida Kal to chip va kataotpépovral.

Movo eykAnpatieg Ba ntoouv Toug KwdIKoUG TNG NAEKTPOVIKNG TPAMESIKNG GOU N TA OTOIXEIA TNG KAPTAG 00U PECW NAEKTPOVIKOU Taxudpopsiou
N Aepwvou. OUte n tpaneld oou oUTE Ol dOTUVOUIKEG apxeg Ba oou nTnoouv Mote KAt TETOIO.

Av €xelg anokaAUWel Toug KwAIKOUG TNG NAEKTPOVIKNG TPAMEIKNG OOU N TA OTOIXEID TNG KAPTAG 00U 0g AyVwOoTo ATOHO, AKUPWOE TNV KAPTA Kal
EMIKOIVAOVNOE APECWG He TNV Tpdneld oou.

ZYMBOYAEZ lNA AZ®AAHZ ONLINE ZYNAAAATEZ

Aydpaoe and a§ionioteg nNnyeg.
Mpaypatonoinoe ayopég ano ETAIPEIES KAl KATACTNHIATA Mou YVWPIZEIG N Mou €xelg ayopdoel ava kal eAeyEe TG afioAoynaoeig kabe NwAnth og
10t00€Aideg 6nwg Amazon kal EBay.

‘EAey§e uG enavaAapBavOopeVeG XPEWOEIS.
Mpiv dwOEI Ta oToixeia NG KAPTAG COU Yid TNV NANPWWN Hiag enavaAauBavopevng unnpeoiag péow dladiktiou, YAge tov Tpdno dlaKomnng
auTnG.

MoAAG d1adIKTuaKd Kataothpata Zntouv thy anoBAKeUon TtwV OTOIXEiwV NMANPWUNAG.
YKkéou dINAA npIv anogacioel§ kal BeBaloou AT KATavoei§ Toug KIvOUVoUG Mou eEAoxeUouy.

Xpnoiponoinoe KAPTEG KATd TG BIadIKTUOKEG AYOpPES.
O1 NepIoO0TEPES KAPTEG dIaBEToUV IoXUpN MOAITIKN Npootaciag neAdtn. Edv dev AdBeig To mpoidv nou €xeig napayyeilel, o ekdOTNG TNG KAPTAG
Ba oe anolnpiwael.

BeBaiwoou yia tnv acpaln diadikacia Hetapopds dedopEVM™V.
Avadntnoe to oUpBoAo tou Adoukétou otn ypaupn URL kai tn xpnon twyv npwtokoMwy HTTPS kai SSL katd tv nepinynon oto diadiktuo.

T
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AIQ=H HAEK/NIKOY ETKAHMATOZ

AIAAIKTYAKEZ ArOPEzb

AnoBnkeue ndvta 6Aa ta napaoctatkd (Eyypaga) nou oxetidovral pe S1a3IKTUAKEG ayOpEG.
Evdéxetal va xpelaatouv yia tov KaBopiopod Twv 0pwV Kal NpolnoBeaswy tng ayopdgs N yia Ty anddei§n tg MANPUNG TwV MPoiovIwy.

Edv dev ayopadeig GUYKEKPIPEVO MPOIGV N unnpeaoia, pnv urnoBAAAEIG Ta OTOIXEia TG KAPTAG OOU.

‘Otav ayopdleig péow diadiktuou and 181:Tn, pn otéAvelg xpnpata npokatafoAikd otov nwAnth. Edv sival duvatd, Siatpnaoe to SiKaiwpa
NG NPOTEPNG NapaAaPng twv npoidviwy (Siadikacia avtikatafoAng).

Mnv otéAvelg xpnpata o KAnolov nou de yVwpidelg.
Edv kdnolog oe npooeyyioel péow diadiktiou Kal cou {nTtnoel Xpnpata okéwou edv Ba €DIVEG JETPNTA O AyVWOTOo MPOOWIo OTo dPOLO.

Moté pn diveig tov apiBud g kaptag oou, to PIN 1 onoiadnnote GAAn nAnpogopia yia tnv Kapta, HEow NAEKTpoVIKoU taxudpopeiou
(e-mail).

Andguye d1a3IKTUAKEG ayopég o Iotooelideg nou dev xpnoiponololv nAnpn aubevtikonoinon (Verified by Visa/Mastercard Secure
Code).

Moté pun otéAvelg OToIXEia TNG KAPTAG OOU, PE UN KPUMTOYPAPNpEVO NAEKTPOVIKG Ttaxudpopeio (e-mail).
Mepikd O1adIKTUOKA KAtaoTnpata eKtog Eupwnng, iowg ainBoulv thv anootoAn péow fax, avilypd@ou tng kaptag n tou diaBatnpiou oou, wg
gyyunan.

EMIKOINQNIA

AigtBuvon Aiwgng HAektpovikou EykAnpatog — Cyber Crime Division

A. ANe€avdpag 173, Auneldknnor, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAMGSag
Movaotnpiou 326, T.K. 54 121, ©gccalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/

(11188 https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
\& ) https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ
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AIQ=H HAEK/NIKOY ETKAHMATOZ

AMNATEZ MEzZ(Q) AIAAIKTYOY
(N

G

H andtn oto cupBatiké kéopo eival éva and ta nio cuvnBiopéva eykAnpata. H eugpavion, duwg, kai avantuén tou AiadIKtUou, PeyIoTomnoinge TG
duvatoTNTeg yia dIANPagn VEWY POPQLV andtng.

‘Onw¢ oupBaivel otov NPayHatikd KOopo £Tal Kal oto AladiKtuo, UNAPXOUV araTEMVES MoU £XOUV OKoMd va KAEWouv ta
MPOCWIKA 0ag otoixeia (Gvopa, TNAEPwvo, dieUBuvon K.AM.), Ta Xpruatd oag, 1 Kal ta dvo. M' autd anaiteital peydAn
npocoxn étav oep@dpoupe oto Aladiktuo.

Ol KYPIOTEPEZ MOPO®EZ AIAAIKTYAKHZ AMNATHZ EINAI Ol AKOANOYOEZ

lonaviké Adtto

«Niynpiavny» andm

Spaming

m MPOCWIKWV GTOIXEIWV

@ps yeudeig diaywVviopoUus yia dwPOENITAYES and YVwoTteG aAUCiOeG KataoTtNPATwY- counep PAPKET
mgm andTn rMou undoxetal dwPEAV AEPOMOPIKA El0ITNpIa

Ftnps TagI3ILTKA MAKETA JIAKOTV.

mps Onbev ayopég - MWANCEIG AUTOKIVATWV

@ps ayyeMieg evolikiaong orniticoV PEow dIadIKTUou

@ps NPOYVWOTIKA aBANTIKWY aywvwy

@ps NPOPacn TG JIAdIKTUAKES YVWPIMIES

mps xopnynon daveiwy and pn adelodoTNPEVOUS POPEIG

@ps n PéB0dO Tou «evdidpeoouy - e§andtnon enayyeApaticov oto diadiktuo (Business e-mail Compromise-BEC)

Andrteg e O€oelg epyaciag

EMIKOINQNIA

AigBuvon Aiwgng HAektpovikoU EykAnpatog — Cyber Crime Division

A. A\e€avdpag 173, Aunglodknmol, T.K. 115 22, ABnva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAMadag
Movaotnpiou 326, T.K. 54 121, @ecoalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr
https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/

11188 https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
https://www.youtube.com/channel/UCSECtiscTH8tkxzBzX8gVcQ
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XOpaKTNPIOTIKG YVMPIoUA TWV WNPIOKMY VOPIOPATwY €ival To Yeyovog Nwe N napaywyn, anoBnkeuon Kai
dlakivnon toug kaBwg Kal to 6UvoAo Twv cuVaAAaywy nou npayuatonoloUvtal e autd, Yivovial anoKAEIoTIKG

AIQ=H HAEK/NIKOY ETKAHMATOX

WHOIAKA NOMIZMATA

HE NAEKTPOVIKO TPOMO.

NA EIZTE IAIAITEPA MNMPOZEKTIKOI KAGQZ

Yndpxel Kivduvog anwAeiag Xpnudtwy Katd tny npaypatonoinon cuvaAlaywy oe O1adIKTuakd aviaAAaKTNPIa YnN@IaKwY VOUICHATWY,

kaBdoov ol NAatpdppes auteg dev undkelvtal oe pUBUIoN Kal oplopéveg €€ autwv énaucav va Aeitoupyolyv N Katappeuoay,

H afia evog wngiakoU-gikovikoU vopiopatog dUvatal va aAAagel duvapikd, ival 1I31aitepa eUPETABANTN Kal UMopei akoun Kal va

uNdevioTel,

To yn@iakd NoptoPoAl anoBNKeuoNg Twv eV AOYw EIKOVIKWY VOUIOUATWY, UNopei va urnokAanel, eved n avaktnon tou kAeidioU h tou

KwdIkoU NpdaoBacng oto Ynplako nopto@oAl, kabiotatal texvikd 1I31aitepa dUOXepNG £wg Kal aduvatn.

AIQ=H HAEK/INIKOY ETKAHMATOZ

)

EMIKOINQNIA

AigBuvon Aiwgng HAektpovikoU EykAnpatog — Cyber Crime Division

A. A\e§avdpag 173, AuneAdknmol, T.K. 115 22, ABrva

e-mail: ccu@cybercrimeunit.gov.gr / TnA.: 11188 / Fax: 2131527471

YnodieuBuvon Aiwgng HAektpovikol EykAnpatog Bopeiou EAAAdag
Movaotnpiou 326, T.K. 54 121, ©eccalovikn
e-mail: ydheve@cybercrimeunit.gov.gr / Tn\: 11188 / Fax: 2131527666

www.cyberkid.gov.gr / www.cyberalert.gr

https://www.facebook.com/cyberkid.gov.gr/ / https://www.facebook.com/CyberAlertGR/
https://www.instagram.com/cyberalert.gr/ / https://twitter.com/CyberAlertGR
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AIQ=H HAEK/NIKOY ETKAHMATOZ

E®OAPMOrIEZ ZE KINHTA THAE®QNA

MoAAEG dwpedv EQAPHIOYES MOU KUKAOPOopPOoUV yid £E€unva Kivntd TnAépwva (smartphones) pnopei va kpuBouv
noAAEg nayideg. M’ autd npiv «kateBAcete» pia epappoyn diaBAoTe TOUG OPOUG XPNONG KAl OE Mold OToIXeid
Tou KivntoU o0ag TnAépwvou Ba amoktnoel nMpoofacn N OUYKEKPIYEVN e@appoyn (M.x. Aiota enagov,
EVIONIOPOG B€ong) kal wafte oe kamola O1AdIKTUGKN pnxavh avalntnong KPITIKEG Yid TN GUYKEKPIUEVN

epappoyn.

Eniong to «katéBacpa» UNontwy eQapuoywyV Uropei va goAuvel th popnth oag cuckeun (Mobile Malware) kai €tol va xdoete Npoownikd

0ag otoIxeia.

AIQ=H HAEK/INIKOY EFKAHMATOZ
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Tnpnoe avtiypaga acpaleiag.

AIQ=H HAEK/NIKOY EFKAHMATOX

Nz NA ANMNOTPEVWEIX

MIA ENIOEZH RANSOMWARE;

Xpnaiponoinoe €va 1oxupd AoyIoHIKG Npootaciag ano 1oUG.

Alatipnog to oUVOAO Tou AOYIOUIKOU OTOV UMOAOYIOTN GOU EVNLIEPWHEVO.

Evepyonoinoe tnv enidoyn «Epgavion enektdoewy apxeiwvs otig pubuioeig twv Windows otov unoAoylioth oou.

AlaBdote neplocdtEPA: www.nomoreransom.org

AIQ=H HAEKINIKOY EFKAHMATOZ.
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